Digitalizace osobnich dokladu bude
vyhodna predevsim pro obcany a instituce
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m Proces prechodu od fyzickych do-
kladi k elektronickému obcanskému
prikazu znamend, jak si udrzet konku-
renceschopnost v ramci digitalni eko-
nomiky. Jakou roli v tomto procesu se-
hrava Statni tiskarna cenin?

Donedavna by si maélokdo spojil vyraz
Jiskarna cenin” s digitalizaci a digitalnimi
sluzbami, respektive s e-governmentem.
A pfitom v rdmci strategického sméfovani
Statni tiskadrny cenin vyznam digitalizace
stale vzrista.

Pro STC jsou digitalnf sluzby prozatim kom-
plementem k ceninové polygrafii. Jejich
cilem nenf stavajici produkty nahradit, ale
rozsifit. Vytvofit takové digitdlni produkty,
u kterych lIze vyuZit mnohaleté zkusenosti
z kombinace $pickové ceninové polygrafie,
zajisténi profesionaini bezpecnosti v pra-
béhu vyroby a odborné znalosti v zabezpe-
¢enych digitalnich sluzbach.

V soucasnosti STC v rdmci vyroby dokladd
zajistuje komplexni proces od zpracovani
grafického névrhu, pfipravy pro tisk, viastni
tisk, personalizaci az po doruceni produktu
na misto urceni.V oblasti osobnich dokladd
STC zajistuje také implementaci souviseji-
cich IT systém pro elektronicky sbér dat,
pofizovani zadosti, jejich centraini zpraco-
vani, personalizaci a nasledné vydavani do-
kladd na pfislusnych Gradech.

m Pfiblizte nam tedy elektronicky ob-
¢ansky prakaz a soucasny stav jeho vy-
voje.

Nové obcanské prlikazy s biometrickymi
Udaji vychazi z NARIZENI EVROPSKEHO
PARLAMENTU a rady (EU) ze dne 20. ¢erv-
na 2019 o posileni zabezpeceni prikazl
totoznosti ob¢ant Unie a povoleni k poby-
tu vydavanych obcanim Unie a jejich ro-
dinnym pfisludnikim, ktefi vykondvaji své
pravo volného pohybu. Nové OP obsahuijf
bezkontaktnf Cip, na kterém jsou uloZeny
biometrické udaje drZitele, tj. obraz oblice-
je a otisky prstd, obdobné jako tomu je na-
priklad u cestovnich pas. Od srpna 2021

je mozné pro prekrocCent hranic v rdamci EU
pouzit bud cestovni pas, nebo pravé novy
OP s biometrickymi Udaji. Biometrické Uda-
je uloZené v obcanském prikazu zaroven
nebude mozné pouZit pro jiné Ucely, nez
je ovéreni pravosti obcanského prikazu
a totoznosti drzitele obcanského prikazu
pfi prekracovani statnich hranic.

Svét se méni, at chceme, nebo ne. Nasi no-
vou pfileZitost spatfuji v digitélnich produk-
tech. Mladé generace nechce v penéZence
kromé bankovek nosit nékolik identifikac-
nich karet. Chce mit u sebe jen mobilni
telefon. Co jim nabfdnout napfiklad iden-
tifika¢ni doklad v mobilu, ktery je jakymsi
dvojcetem fyzického obcanského prika-
zu? Dokladem v mobilnim telefonu byste
se napr. mohli prokazat pfi silni¢ni kontrole,
ale také v dalsich béznych Zivotnich situa-
cich, napfiklad na posté pfi vyzvednuti
zésilky atd. Jsme ve fazi digitalizace do-
kladd, tedy vytvofeni digitdiniho dvojcete
dokladu, které je uchované mimo fyzicky
doklad. Vzdy by vsak meéla byt zachovana
podminka, Ze digitaIni doklad vydava (byt
zprostredkované) stejna autorita jako fyzic-
ky doklad. Vzhledem k tomu, Ze digitalizace
navazuje na elektronizaci dokladd, infra-
struktura pro zpracovani dat pro tuto fazi jiz
z velké Casti existuje.

m Trendy v oblasti fyzickych a digital-
nich dokladt se neustale vyviji smérem
k integraci digitalnich dvojcat osob-
nich dokladu. Jak jste na to pfipraveni?
Vyvinuli jsme prototyp mobilni aplikace
eDokladovka vcetné demoverze. Uvédo-
mujeme si, Ze nestaci pfijit s ndpadem, mu-
sime také navrhnout fungujici feseni. A to
jsme udélali. eDokladovka je testovaci mo-
bilnf aplikace (penéZenka digitalni identity),
kterd umozriuje ukladat jednotlivé digitdInf
doklady (obcansky prikaz, fidi¢sky prikaz,
cestovni doklad atd.) obsahujici libovolné
Udaje, a to v zavislosti na pozadavku véc-
ného spravce. Vyuzivani eDokladovky se
zatim predpoklada na narodnf drovni.

STATNI TISKARNA CENIN,
statni podnik

m Jak samotna eDokladovka funguje?

Je to velmi jednoduché, uZivatelsky pfijem-
né. Drzitel dokladu si v App Store/Google
Play nainstaluje pfislusnou aplikaci do mo-
bilniho telefonu a nastavi si zabezpecleni
aplikace s vyuzitim biometrie telefonu. Kva-
lifikovanda potvrzenf atributd ziska po pred-
lozeni zadosti u pfislusného Uradu ¢ina on-
line portélu. Technicky Ize feSenf zajistit na
drovni ddvéry VYSOKA" Digitalni doklady
ulozené v aplikaci eDokladovka je mozné
sdilet online nebo offline s kontrolni aplika-
ci. Obcan ma plné pod kontrolou, jaké data
s kontrolni aplikaci sdili. Aplikace bude do-
stupna prakticky pro vdechny soucasné te-
lefony (Android i iOS). Primarné se sice jed-
na o mobilni aplikaci, ale je mozny i vyvoj
pro standardni PC platformu. Bezpec¢nost
uloZeni a zplGsob vymeény dat mezi aplikaci
drZitele a ovéfovatele je postavena na ce-
losvétoveé uzndvané interoperabilni normé
ISO 18013/5. Aplikace ma aktivni ochranu
proti reverznimu inZzenyrstvf i ochranu uzi-
vatell proti hackerskym dtokdm. Pri ztraté
nebo vyméné mobilntho zafizeni je tfeba
znovu nainstalovat aplikaci eDokladovka
a aktivovat si jednotlivé doklady. Diky po-
trebé prihlasovani se k témto dokladim
prostfednictvim PIN nebo biometrickych
Udajl se predpoklada vyznamné snizenf
poctu zneuziti osobnich dokladd. PouZzi-
vani mobilnich dokladd ma dopad i na
Usporu ¢asu straveného na Uradech, které
se nebudou muset tolik zabyvat agendou
ztraty osobnich dokladd a budou moci
vyuZzivat pfedepisovani formuldili automa-
tickym vyctenim dat z mobilntho dokladu.
Statnftiskdrna cenin v soucasné dobé vede
se vsemi relevantnimi subjekty intenzivni
diskuse jak o mozném technickém fesent,
tak o dalSich nezbytnych zejména legisla-
tivné-procesnich souvislostech. STC je pfi-
pravena prototyp aplikace eDokladovka fi-
nalizovat a podilet se na jejim zavedeni do
praxe co nejdfive. m

Dékujeme za rozhovor.
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Information Security Managers.

m The process of transitioning from
physical documents to electronic ID
cards is the way to remain competitive
in the digital economy. What role does
the State Printing Works of Securities
play in this process?

Until recently, few people would have
associated the term “printing works of
securities” with digitisation and digital
services, or e-government. And yet, within
the strategic direction of the State Printing
Works of Securities (SPWS), digitisation is
becoming increasingly important.

For the SPWS, digital services are, for
now, a complement to the printing of
securities. Their aim is not to replace
existing products but to expand them. To
create digital products that can benefit
from years of combined experience in
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cutting-edge price printing, professional
security during production, and expertise
in secure digital services.

At present, the SPWS  provides
a comprehensive process in the
production of documents, from graphic
design, preparation for printing, on-site
printing and personalisation, to delivery
of the product to its destination. In the
area of personal documents, the SPWS
also provides the implementation of
related IT systems for electronic data
collection, obtaining applications, their
central processing, personalisation and
subsequent issuance of documents at the
relevant offices.

m Can you give us an overview of the
electronic ID card and the current state
of its development?

The new biometric ID cards are based on
the REGULATION (EU) OF THE EUROPEAN
PARLIAMENT and of the Council of 20
June 2019 on strengthening the security
of the Union citizens' identity cards and
residence permits issued to Union citizens
and their family members exercising their
right to free movement. The new ID cards
contain a contactless chip which stores
the holder’s biometric data, i.e. facial
image and fingerprints, in a similar way
to passports. As of August 2021, either
a passport or the new biometric ID card
can be used to cross borders within
the EU. At the same time, it will not be
possible to use the biometric data stored
in the ID card for purposes other than to
verify the authenticity of the ID card and
the identity of the ID card holder when
crossing national borders.

The world is changing, whether we want
it to or not. For us, | see a new opportunity
in digital products. The younger
generation does not want to carry several
identification cards in their wallet in
addition to banknotes. They just want to
carry a mobile phone. What about offering
them, for example, an identification
document on their mobile phone that
is a copy of a physical ID card? You
could use the document in your mobile
phone to prove yourself, for example, at
a road check, but also in other everyday
situations, such as at the post office when
picking up a parcel, etc. We are in the
phase of digitising documents, i.e. creating
a digital copy of the document that is
stored outside the physical document.
However, it should always be maintained

that the digital document is issued (albeit
indirectly) by the same authority as the
physical document. As digitisation follows
the computerisation of documents, the
data processing infrastructure for this
phase is already largely in place.

m Trends in physical and digital
documents are constantly evolving
towards the integration of digital
copies of personal documents. How
prepared are you for this?

We have developed a prototype of the
eDokladovka mobile app, including
a demo version. We realise that it is not
enough to come up with an idea — we
also need to design a working solution.
And we have done that. Essentially,
eDokladovka is a test mobile application
(digital identity wallet) that allows you
to store individual digital documents (ID
card, driving licence, travel document,
etc.) containing any data, depending on
the request of the subject administrator.
The use of eDokladovka is expected to
stay at national level for the time being.

m How does eDocladovka itself work?

It is very simple and user-friendly. The
document holder installs the appropriate
app on their mobile phone in the App
Store/Google Play and sets up the
security of the app using the phone’s
biometrics. They will get the qualified
attribute confirmations after submitting
the application to the concerned
authority or online portal. Technically, the
solution can be provided at the "HIGH"
level of trust. Digital documents stored
in the eDokladovka application can be
shared online or offline with the control
application. The citizen is in full control
of what data is shared with the control
application. The app will be available for
virtually all current phones (Android and
i0S). Although primarily a mobile app,
development for a standard PC platform is
also possible. The security of the storage
and the way data is exchanged between
the holder’s app and the verifier's app
is based on the globally recognised
interoperable standard ISO  18013/5.
The application has active protection
against reverse engineering as well as

user protection against hacker attacks.
If a mobile device is lost or replaced, the
eDokladovka app needs to be reinstalled
and individual documents need to be
activated. With the need to log in to
these documents using PIN or biometric
data, the number of misuse of personal
documents is expected to be significantly
reduced. The use of mobile documents
also has an impact on saving time spent
with the authorities. And they will not
have to deal so much with the agenda
of lost personal documents and will be
able to use the prescription of forms by
automatically reading the data from the
mobile document. The State Printing
Works of Securities is currently conducting
intensive discussions with all relevant
parties on both a possible technical
solution and other necessary — especially
legislative and procedural — aspects. The
SPWS is ready to finalise the prototype
of the eDokladovka application and
participate in its implementation as soon
as possible. m

Thank you for the interview.

| Management Stories



